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BACKGROUND 

DHEWD undergoes routine annual audits by the following entities:  

1) State Auditor’s Office (SAO) – The SAO determines which funds have the most significant amount of activity 
and tests transactions from those funds during its annual Statewide Financial Statements Audit (SEFA). 
Within DHEWD, the loan program, the state financial aid funds, and federal funds administered by the Office 
of Workforce Development typically have activity at a level that the SAO considers significant. The SAO 
conducts the SEFA of these funds and includes the findings in its comprehensive annual financial report 
(CAFR).  
 

2) United States Department of Education (USDE) – The USDE performs on-site reviews of the Missouri 
Student Loan Program (MSLP) information security controls, as well as requires the department to submit 
self-assessments of information security controls each year. 
 

3) RubinBrown – Through a contract awarded by the Office of Administration, RubinBrown audits the MSLP’s 
annual comparative financial statements. An independent audit is required by the USDE of all guaranty 
agencies; the department must submit a copy of its audited financial statements to the USDE each year. 

CURRENT STATUS 

USDE conducted its Program Review of DHEWD’s Student Loan Program loan servicer, Ascendium Education, 
on-site at Ascendium, July 16-19, 2019. During the exit conference there were no findings identified. DHEWD 
received the final audit report with no findings. A copy of the report is attached.   

Missouri was selected, along with 12 other guaranty agencies, to complete a 2020 Self-Assessment of our 
security controls. DHEWD staff originally had between February and May of 2020 to complete the self-
assessment. Due to the COVID-19 crisis, the completion deadline was extended until July 31, 2020. DHEWD 
last completed the Self-Assessment in 2017 and it had 580+ questions covering all NIST 800-53 control 
families.  

DHEWD staff continue to work with the USDE on resolving findings in the USDE Information Security Audit. 
There are three findings remaining, CP-4 is due by July 7, 2020 and RA-5 and SI-2 are due by September 7, 
2020. CP-4 is related to the ITSD disaster recovery testing exercise that is required. Due to the ongoing COVID-
19 situation, ITSD postponed the exercise until August. RA-5 and SI-2 are both related to vulnerability testing. 
DHEWD and ITSD implemented a new software called Nessus and are now conducting and resolving 
vulnerability tests. However, the issue remains the transfer of the scans and proof of resolutions to the USDE.  

USDE conducted its Program of Review of DHEWD from September 17, 2019 through September 19, 2019 for 
the period of October 1, 2017 through September 30, 2018. The report identified one finding. A copy of the 
report is attached. The finding identifies an issue with the DHEWD contract with Ascendium. USDE believes 
that DHEWD’s contract with Ascendium asks Ascendium to do both default aversion and post default 
collections, in violation of 34 CFR 682.404(j)(4). Due to the coronavirus disrupting work temporarily, DHEWD 
asked for a 60-day extension to reply to the finding. The response is now due June 1, 2020. 

The State Auditor sent a letter to each state agency asking for specific information related to each department’s 
response to the COVID-19 crisis and plans the department has for using funds available from the federal 
government. The Governor’s Office responded on behalf of all state agencies. The SAO responded and then 
the Governor’s Office sent a second response. All correspondence is attached.  
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NEXT STEPS 

DHEWD will continue to work on the USDE Self-Assessment. DHEWD staff believe it will complete the self-
assessment by the new July 31, 2020 deadline.  

DHEWD will continue to provide the USDE corrective action plans as scheduled required in the DHEWD 
response to the USDE Information Security Audit. As a result of the postponement of the ITSD disaster recovery 
testing, DHEWD will ask for an extension of the proposed July 7, 2020 to a date after the ITSD disaster recovery 
testing. 

DHEWD will continue to work with USDE to find an acceptable corrective action to the single finding in the 
USDE Program Review of DHEWD. 

DHEWD will continue to work with the Governor’s Office and the SAO to respond appropriately to the SAO 
request, if necessary.  

RECOMMENDATION 

This is an information item only. 

 ATTACHMENTS 

A. USDE Program Review at Ascendium 

B. USDE Program Review of DHEWD 

C. SAO Correspondence 
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A.  Institutional Information 
 
OPE ID Number:  99972400 
Program Review Control Number (PRCN):  20194065004 
 
Name and Address:   
Missouri Department of Higher Education & Workforce Development  
205 Jefferson Street  
11th Floor  
Jefferson, MO 65101 
 
Dates of Review:  September 17, 2019 through September 19, 2019 
Review Period:  October 1, 2017 through September 30, 2018 
 
Institutional Information: 
 
Type of agency:  State Agency  
 
Designated guarantor for states:  Missouri 
 
Total Federal Family Education Loan (FFEL) Program portfolio as of September 30, 2018:  
$307,889,891  
 
Previous FIOS review:  March 4, 2014 through March 7, 2014 
 
Functions contracted out:  MDHEWD contracts with Ascendium Education Solutions, Inc. 
(formerly, Great Lakes Higher Education Guaranty Corporation) to provide guaranty services, 
including student loan software, data processing, default aversion assistance, management of 
MDHEWD’s post-claim recovery and operational support for outstanding FEEL Program loans 
guaranteed by MDHEWD.  
 
Third party servicers: Ascendium Education Solutions, Inc. 
 
Systems used:  Ascendium Education Solutions Inc. (formerly Great Lakes Higher Education 
Guaranty Corporation) GOALS  
  
Background Information:  
 
Missouri Department of Higher Education & Workplace Development (MDHEWD) has served 
as a guaranty agency within the Federal Family Education Loan (FFEL) Program since 1979.. 
MDHEWD services and maintains its existing portfolio of loans guaranteed prior to July 1, 2010. 
As part of its responsibility as a FFEL Program student loan guarantor, MDHEWD supports 
numerous programs to assist Missouri students with access to postsecondary education. 
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MDHEWD reports to the Coordinating Board for Higher Education (CBHE), which was 
authorized by an amendment to the Missouri Constitution in 1972 and established by statute in 
the Omnibus State Reorganization Act of 1974.  The nine board members are appointed by the 
governor and confirmed by the Senate.  MDHEWD and the CBHE are included in Chapter 173 
of the Missouri Revised Statutes. 
 
B.  Scope of Review 
 
The U.S. Department of Education (Department) conducted a program review of MDHEWD 
from September 17, 2019 through September 19, 2019.  The period reviewed was from October 
1, 2017 through September 30, 2018.  
 
The focus of the review was to determine MDHEWD’s compliance with the statues and federal 
regulations as they pertain to the agency’s administration of the FFEL Program. The review 
included the following areas:  

 
• Borrower Collections  
• Servicemembers Civil Relief Act (SCRA) 
• Guaranty Agency Procedure Controls  
• Claims Paid 
• GAFR MR-32 

 
Samples were selected randomly from a statistical sample of the populations listed above 
excluding, Guaranty Agency Procedure Controls.  
 
Disclaimer:  
 
Although the review was thorough, it cannot be assumed to be all-inclusive.  The absence of 
statements in this report concerning MDHEWD’s specific practices and procedures must not be 
construed as acceptance, approval, or endorsement of those practices and procedures.  
Furthermore, it does not relieve MDHEWD of its obligation to comply with all the statutory and 
regulatory provisions governing the FFEL Programs. 
 
This report reflects initial findings.  These findings are not final.  The Department will issue its 
final findings in a subsequent final program review determination letter.  At that time, all 
liabilities and interest for each finding will be assessed, as appropriate.    
 
C.  Findings 
 
During the review, areas of noncompliance were noted.  Findings of noncompliance are 
referenced to the applicable statutes and regulations and specify the actions to be taken by 
MDHEWD to comply with applicable statutes and regulations.   
 
 
 
Finding 1: Conflict of Interest Violation    
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Noncompliance: 

MDHEWD contracts with Ascendium Education Solutions, Inc. (Ascendium) for servicing of 
the guaranty activities on behalf of MDHEWD.  Under this contract, Ascendium is responsible 
for default aversion activities and post default collections.  In accordance with 34 CFR 
682.404(j)(4), if a guaranty agency contracts with an outside entity to perform any default 
aversion activities, that outside entity may not hold or service the loan; or perform collection 
activities on the loan in the event of default within 3 years of the claim payment date.   

Required Action: 
 
MDHEWD must terminate contracting arrangements that create a conflict of interest and provide 
the Department with MDHEWD’s plan for eliminating this conflict of interest and its plan for 
future default aversion and collections activities.   
 
D.  Review Status 

 
This program review is considered open and a response is due 30 days from the date of this 
program review report.  
 

 



NICOLE GALLOWAY, CPA
Missouri State Auditor 

P.O. Box 869    Jefferson City, MO 65102    (573) 751-4213    FAX (573) 751-7984 

April 7, 2020 

Commissioner Zora Mulligan 
Missouri Department of Higher Education 
3515 Amazonas Drive 
Jefferson City, MO 65109 

Dear Commissioner Mulligan: 

No later than April 26, 2020, the state should begin receiving funds from the federal government 
under the Coronavirus Aid, Relief, and Economic Security Act (CARES Act).  As this unprecedented 
amount of funds comes into Missouri, it is essential that they be expended effectively and transparently, 
and in accordance with state and federal laws. 

Under the CARES act, federal funds will be available to the state for expenditures incurred due to 
the public health emergency with respect to the Coronavirus Disease 2019 (COVID–19).  Each of these 
funds will need to be identified, tracked, and accounted for to ensure compliance with the requirements of 
state and federal law. 

Because these funds will be available within the next few weeks, it is essential now that each state 
department ensures that a thorough process exists to account for these funds and expenditures.  

Missourians expect this relief money to be spent appropriately and efficiently.  We must do 
everything we can to maintain taxpayer confidence in this program. Consequently, the purpose of this 
letter is for your department to inform the State Auditor's Office of how your department will identify the 
costs associated with the COVID-19 public health emergency and how you will ensure all funds received 
will be accounted for and distributed timely and efficiently.  

Specifically, my office is requesting the following information: 

1. The date your department received direction, advisory guidance, or consultation from another 
Missouri department, agency or executive office to start preparing for a response to COVID-19; 

2. When your department began preparing for a response to COVID-19; 

3. The steps your department has taken and will continue to take to prepare for their response to 
COVID-19; 

4. Any listing or tracking that your department has related to the expenditures that your department 
has incurred due to the public health emergency with respect to COVID-19; 



5. Any listing or tracking that your department has related to the expenditures that your department 
will or is anticipated to incur due to the public health emergency with respect to COVID-19;  

6. Your department's process for identifying, tracking, and accounting for these expenditures; and 

7. Your department's process for ensuring that these expenditures are paid through an appropriate 
funding mechanism. 

Please provide your response to my office no later than April 22, 2020. 

Sincerely, 

Nicole Galloway, CPA 
State Auditor 

cc: Office of Administration, Commissioner Sarah Steelman 
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